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WCIT AI4C (AI for Charities): Briefing Note #1.1 (15th May 2024) 
Generative AI & Large Language Models (LLMs) 

Opportunities, Risks & Myths 

1. Document Purpose & Intended Audience 
This briefing note is intended to inform City Livery Companies and their associated schools and charities they help fund 
and support, about how to best understand and use Generative AI tools such as ChatGPT (OpenAI), Microsoft Co-Pilot 
(Microsoft), Gemini (Google), LLama3 (Meta), Claude 3 (Anthropic) that generate text content in response to a prompt 
(question) from the user. 

[In this paper, we use ChatGPT, a service developed by OpenAI (partly owned by Microsoft amongst other investment 
firms), as a proxy for all Generative AI tools and services. In section 9, we cover latest developments in GenAI] 

Generative AI will almost certainly have a transformative impact on our society offering huge opportunities such as: 

• Improving productivity, for example, allowing Charities to help even more (vulnerable) people, faster, without 
increased resources, the saving hours per week on certain tasks (eg content creation), allowing professionals to write 
and / or check software code or create/check legal documents; 

• improving health outcomes, for example, detecting tumours better than humans and saving 30-40 mins expert time 
per image, and developing new drugs and treatments quicker and at lower cost;  

Generative AI also creates societal challenges which will need to be addressed, such as security, privacy, deepfakes, 
demand for electricity at data centres, training and availability of AI skills, and the obsolescence or changing of many 
of today’s jobs.  

We believe City of London Livery companies should play a pragmatic real-world leadership role to maximise the 
positive impact of Generative AI whilst minimising the risks/threats to communities, business, trade, charitable 
endeavours.  

Generally, like most major technology uplifts, we think Generative AI will follow (Roy) Amara’s law:  

“We tend to overestimate the effect of a technology in the short run (aka over-hype both good and bad) and 
underestimate the effect in the long run.”  

This paper draws heavily on the work of WCIT's AI4C (AI for Charities) group, that supports over 40 charities on the 
development of AI strategies and deployment of AI solutions via subject matter experts from the WCIT membership 
and its broader network.   

To comment or to seek further information on the opportunities and challenges of AI or the work of AI4C, please 
contact: Paul Excell, Chair, WCIT AI4C paul.excell@member.wcit.org.uk 

2. What is ChatGPT?  
ChatGPT, along with all the other generative AI tools, is an AI-powered chatbot (https://en.wikipedia.org/wiki/
Chatbot), that can convincingly write almost anything based on a limited brief or prompt, be it a question or 
command. It is a type of generative AI called a large language model or LLM which in turn is an artificial neural 
network (https://en.wikipedia.org/ wiki/Artificial_neural_network ) 

The recent success of these Generative AI and LLMs to generate convincing text and images is down to three things – 
vast datasets to train models, algorithms capable of analysing the structure of language, and computational power.  
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GPT itself stands for ‘Generative Pre-trained Transformer’, which means it’s a tool that can generate responses based 
on what it’s already learned. 

This kind of AI has been in development for 20 years, after a software technique called ‘deep learning’ became popular 
(https://en.wikipedia.org/wiki/Deep_learning) combining vast datasets, powerful computers, running neural networks 
on graphics processing units or GPUs (https://en. wikipedia.org/wiki/Graphics processing_unit) to recognise images, 
process audio and play games. 

However, despite the responses feeling as if they were written by a human, they are not derived from any sentience or 
consciousness - in reality, AI is a giant and brilliant exercise in applied statistics, and should be understood and used as 
such. The content provided is based on the highest probability of being correct which in turn is based on training by 
both machine and humans on the models with specific natural language processing algorithms determining context.  

3. Where does ChatGPT get its information? 
ChatGPT uses a Large Language Model (LLMs) that is initially trained on a set of data including the web, books, social 
media along with other sources, and then uses of various techniques to ‘infer relationships’ before generating 
(predicting) new content based on the training data used.  

A particular model (LLM) can be defined by the number of parameters the model uses. These parameters which are 
the factors that an AI system learns from its training data and it then uses to make predictions and shape the AI’s 
understanding of language driving its comprehension, generation and contextualisation. During the training phase the 
parameters get adjusted (weighted) providing the learning needed to predict subsequent words based on previous 
ones in a given context.   

Once an AI model has been trained, by querying the LLM (with a prompt), the AI model can infer (i.e generate) a 
response. The fact is that Generative AI systems ‘infer’ content, rather than understand it as a human might. 

GPT-3 has 175 billion parameters. GPT4 has 1 trillion parameters, hence the massive amount of processing power, 
power, time (weeks) and cost of creating a new model. These very large models can be used as a Foundation Model for 
further optimisations and specific use cases (fine tuning)  

It is important to know something about the data the model was trained on. For example, some versions of ChatGPT  
are based on data collection that finished sometime ago, so it does not 'know' anything about the world after that 
time. 

4. Can I fully trust the information I get from ChatGPT ? 
In a word, “no”. We saw from the previous section that the model “infers” or predicts an answer - it’s not definitive 
and it depends on the training of the model(s) plus the training data might be out of date, or incorrect. 

That said, in the same way as you might use different sources to kickstart a research project or better understand what 
people are saying about a topic, ChatGPT and similar tools can be used in a way that can help get you started and find 
information that you weren’t aware of.  

The main caution is not to use a chatbot as your primary source for information, but instead take the answers it gives 
you and pursue them until you have found the real facts.  

Remember it is for when you are stuck, not for when you are being lazy. 

5. How does ChatGPT get its answers? 
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It’s important to understand how ChatGPT comes up with its answers. Crudely put, ChatGPT is very good at placing 
one word after another in a plausible way. It can do this because it has 'learned' so much from the massive data 
gathering exercises that form the basis of the model that powers it. As such, it does not 'know' anything at all; all it can 
do is put words that make sense one after another. 

It’s often accurate but equally it can write nonsense. Its responses have been dubbed by many as ‘confidently wrong’ 
because the tone ChatGPT uses does not leave any room for doubt, even when it’s talking rubbish. These tools also 
have the tendency to 'hallucinate', where facts go completely out of the window and it states facts that are patently 
false, such as the fact that the current year is 2022 or that it “loves” the user. 

It does not know how to communicate a level of confidence about what it has written, and if you attempt to probe 
into how it knows what it’s told you – for instance by asking for a list of citations – it will simply produce a list of things 
that look like citations but may not actually be real references at all. Note some chatbots can and will provide 
references.  
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6. Is all the information on ChatGPT verified? 
The data used to train ChatGPT includes social media platforms, such as Reddit and X (Twitter) – some of this content 
is going to be false, misleading and even harmful. Since some of what ChatGPT produces is based on what is on these 
sites and other similar platforms, this should give you some idea of what level of trust you should give it.  

Other GPT-powered tools have different levels of credibility. For example, Microsoft Copilot provides references where 
possible and has access to the Internet for the latest information, so it works more like a search engine. The general 
disclaimer (sensible warning) remains “answers may not always be accurate as they are generated based on patterns 
and probabilities in language data … it's imperative to verify the information.” 

7. What does ChatGPT do with the information I enter into it? 
Ask ChatGPT this question and it tells you that no information about what you enter into it is stored. However, the UK’s 
National Cyber Security Council (NCSC) points out that you should not enter sensitive information (such as personal 
details or company intellectual property) into chatbots, and not to perform queries that could be problematic if made 
public (for example sharing your secrets and asking ChatGPT to solve a personal dilemma).  

Most terms and conditions on generative AI tools state they own all the IP (Intellectual Property) even if you have used 
it to generate copy from your blog or images from your photos. And, as generative AI tools become more prevalent 
and are used by companies for specific customer service purposes, the data you enter could be stored under the T&Cs 
of the companies you’re communicating with. Given that GPT-powered chatbots have the ability to misunderstand, 
there is always a chance therefore that the data held about you by these companies is incorrect, which could be a 
breach of the General Data Protection Regulations or GDPR.  

8. How and where are ChatGPT and other generative AI being used? 
Anyone can use ChatGPT for themselves – visit the website, sign up and start experimenting. Some use cases :- 

• Content Generation - for marketing campaigns, funding campaigns, press releases, posts, standard contracts, legal 
notices … hours can be saved with an initial draft being produced by AI  

• Translation  
• Summarising Content - meeting minutes, messaging blogs …  
• Classify and Categorisation content 
• Sentiment Analysis  
• Conversational AI .. Customer/Community engagement   

Just bear in mind the limitations given above on how it works and can be used. ChatGPT is a language model, so it 
can’t generate art or images like some AI engines. 

Various companies are experimenting with how to use ChatGPT in their services – for example, giving more 
personalised recommendations on retail websites. However, the bulk of usage is behind the scenes, often using the 
tool to process vast amounts of data to improve efficiency, or to combat fraud for example.  

On the negative side, there are various ways in which this technology can be used to create convincing content that is 
either fake, misleading or even used for scams. It is early days, but evidence has already been uncovered of huge 
numbers of ‘content farms’ using entirely AI-generated content to lure people to the site and gain as much revenue as 
possible from advertising. While human-based content farms have existed for some time, it is now possible to produce 
convincing text on an enormous scale at very low cost.  
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Generative AI could transform humans’ relationship with computers, knowledge and perhaps even, themselves. They 
could solve big problems by developing new drugs, design new materials, or unlock new forms of energy.  And on a 
more prosaic level, it can augment human capabilities, such as writing code and summarising documents, as below. 
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9. What are the latest developments in Generative AI? 
When ChatGPT was launched in November 2022 by OpenAI, it was widely seen as the fastest-growing consumer 
internet app of all time, notching an estimated 100 million monthly users in just two months. Facebook, for example, 
took around four and a half years to hit 100 million users after its launch in 2004, Twitter took over five years, and 
Instagram took a little over two years. 

There are many ‘generative AI’ tools that use AI to create text, audio, video or images - Microsoft Co-Pilot (Microsoft), 
Gemini (Google), LLama3 (Meta), Claude 3 (Anthropic), Cohere, Perplexity.ai, Jasper, You.com, Chatsonic, Socratic, 
HuggingChat, Mistral AI, Dall-E2, SORA - as well as custom-developed tools. The field is moving very fast… 

On May 13th 2024, GPT-4o (“o” for “omni”) was released and is positioned as a step towards much more natural 
human-computer interaction—it accepts as input any combination of text, audio, image, and video and generates any 
combination of text, audio, and image outputs. It can respond to audio inputs on average of 320 milliseconds, which is 
similar to human response time.GPT-4o is especially better at vision and audio understanding compared to existing 
models. 

On 14th May 2024, Google announced Astra which is similar to GPT-4o in that it can respond to voice input, analyse 
the world around it through real-time video and converse in more natural language. Google also announced AI 
overviews as a GenAI overlay to the standard Google search providing a summarised answer to a query, adding 
targeted links as well as the usual traditional web listings. Next steps for such AI overviews will be the ability to search 
with video and more complex nuanced searches. Wired magazine referred to the announcement as “the end of Search 
as we know it”.  

10. How could I use ChatGPT right now?  
There are many ways that you can begin to use ChatGPT productively in your organisation today, and as the 
capabilities increase (see section above) there will be many more – some examples are noted below: 

o A smart aid to writing 
ChatGPT has been compared to a keen, average-quality new graduate appearing at your organisation. They can do 
much of the grunt work, like poring over reports, while you do things that only humans can do, for example relating to 
others.  

AI is limited in this way at the moment because the underlying technology behind it, LLMs, are really only pattern-
matching tools – they look at the words in an incomplete sentence and try to guess the next ones in the sequence. The 
results are an imitation of the texts they were trained on, rearrangements of word sequences that obey the rules of 
grammar; but as the LLM is reconstructing material that is slightly different to what already exists, it gives the 
impression of comprehension. 

However, given this, they can be very useful in several ways to augment and speed up your work – for example, it can 
scour through source material at high speed to find the perfect quote for a report, or to draft bullet points for a 
presentation, but as always with AI output, the facts need to be checked independently, as it is wholly reliant on 
interpreting information available on the internet. 

It is especially useful when writing or thinking of a title for an email, as the title and the first paragraph are needed to 
grab the reader – ChatGPT can recommend headlines if given a few paragraphs, but much of what it provides can be 
clichéd or poor. It can therefore give clues but should not be used to provide the actual answer.   

As stated before, it is for when you are stuck, not lazy. 

o Boosting admin work and providing everyday advice 
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AI is a unique technology with its broad applicability – it can be used in every walk of life and every industry, and every 
function in a company. Indeed, if you’re an office worker with highly specialised knowledge, AI can help you do the 
tasks you don’t want to, like crafting the content of an email, as long as the response is used as a guide, not the 
solution.   

If you want to put up a shelf for example, ChatGPT can be a friendlier, cheaper alternative to tradespeople. However, 
to avoid overly general advice, the prompt used needs to be detailed, including what type of tools you have available, 
the kind of wall you want to put the shelf on, and so on, so that the LLM can have more context and provide better, 
more appropriate responses.   

ChatGPT can also be useful for computer coders to check their work and for spreadsheet users to find the right 
formula. However, this can be risky as proprietary code or actual corporate data entered into the LLM will potentially 
appear in someone else’s responses. Some large organisations have therefore either banned or restricted ChatGPT for 
their software programmers and business analysts.  

o An educational assistant 
ChatGPT can be used as a research tool or as first draft essay writer and may even help with explaining maths 
homework. 

However, any student or teacher or parent, should be aware of ‘hallucinations’ sometimes called ‘confabulations’, 
where AI sometimes makes stuff up with apparent confidence when asked a question it doesn’t know the answer to. 
This is down to the fact that current versions of AI are designed to produce plausible not accurate results. 

The Quality Assurance Agency for Higher Education has said it’s too late to put ‘the genie back in the bottle’, and that 
universities (and schools) should promote ‘positive’ use of AI, rather than banning it. This means allowing the judicious 
deployment of the tech, as one might, say, a calculator or internet research, because it will be used when those 
students graduate into the world of work. 

Tools exist claiming to identify whether work is AI-generated or not, but they’re largely ineffective and biased against 
non-native speakers – this matters because 1.6 million schoolchildren in England have English as an additional 
language. 

11.What should I do to make ChatGPT safer for me? 
Use of all technology services come with health warnings - below are listed some obvious ones for AI: 

Check the Privacy Policy 

Most of us just click ‘accept’ when presented with a Privacy Policy as we have little time or interest in wading through 
‘legalese’.  However, it is worth reading the Privacy Policy before you use any Generative AI service.  

By default, anything you talk to ChatGPT about could be used to help its underlying large language model “to learn 
about language and how to understand and respond to it”. Personal information may be used to improve OpenAI’s 
services and to develop new programmes and services – in short, it has access to everything you do on their services, 
and you are trusting the Company not to do anything dodgy with it. It is a similar story with Google’s privacy policy. 
However, as with any data that Google gets from you, Bard data might be used to personalise the ads you see. 

Watch what you share 

With this in mind, you need to be aware that anything you put into an AI tool is likely to be used to refine the AI and 
then used as the developer sees fit. You should therefore be circumspect about what you enter into these engines. 
This is particularly true of image-based AI tools – you should only enter images of yourself for example if you are 
happy to see AI-generated versions of your face show up in others’ creations. 
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In terms of text, DO NOT put in any personal, private or sensitive information. No matter how tempting it can be to 
summarise a document or write a letter with your address on it, this is not something that you want embedded into 
the training data. This is of course something that the companies caution against. 

In short, if you don’t want something to appear in public or be used in an AI output, keep it to yourself. 

Change the settings 

If you have decided you are ok with the privacy policy and you are not over-sharing, you need to explore and adjust 
the privacy and security settings in your AI tool of choice, which are relatively easy to access and change. Google for 
example allows you to have all data automatically erased after a user-defined set period of time, to manually delete it, 
or allow them to keep it forever.  
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12. What is the legal status of Generative AI?  
Regulation 

UK - A pro-innovation approach to AI regulation: 

https://www.gov.uk/government/consultations/ai-regulation-a-pro-innovation-approach-policy-proposals/outcome/a-pro-
innovation-approach-to-ai-regulation-government-response  

The UK Government has adopted an outcome-based framework based on 5 core principles: safety, security and 
robustness, appropriate transparency and explainability, fairness, accountability and governance, and contestability 
and redress.  Existing regulators eg OFCOM will implement the framework in their sectors/domains by applying 
existing laws and issuing supplementary regulatory guidance. 

Government anticipates the need for targeted legislative interventions in the future. Organisations must prepare for 
increased AI regulatory activity over the next year, including guidelines, information gathering, and enforcement. 
International firms will inevitably have to navigate regulatory divergence. 

The UK also hosted the AI Safety Summit at Bletchley in 2023 and has agreed some collaborative testing with the US. 

EU - The EU AI Act (March 2024) classifies AI according to its risk: 

• Unacceptable risk is prohibited (e.g. social scoring systems and manipulative AI). 

• High-risk AI systems - which are regulated. High risk AI providers must: 

o Establish a risk management system throughout the high risk AI system’s lifecycle; 

o Conduct data governance, ensuring that training, validation and testing datasets are relevant, sufficiently 
representative and, to the best extent possible, free of errors and complete according to the intended 
purpose. 

o Draw up technical documentation to demonstrate compliance and provide authorities with the information to 
assess that compliance. 

o Design their high risk AI system for record-keeping to enable it to automatically record events relevant for 
identifying national level risks and substantial modifications throughout the system’s lifecycle. 

o Provide instructions for use to downstream deployers to enable the latter’s compliance. 

o Design their high risk AI system to allow deployers to implement human oversight. 

o Design their high risk AI system to achieve appropriate levels of accuracy, robustness, and cybersecurity. 

o Establish a quality management system to ensure compliance 

• Limited risk AI systems - subject to lighter transparency obligations: developers and deployers must ensure that 
end-users are aware that they are interacting with AI (chatbots and deepfakes). 

• Minimal risk is unregulated such as AI enabled video games  

US - US President Joe Biden issued an executive order (EO) on the 'Safe, Secure, and Trustworthy Development and 
Use of AI' on 30 October 2023.  

It builds on earlier work to combat algorithmic discrimination and the securing of voluntary commitments from major 
US companies (such as Amazon, Google, Meta, Microsoft and OpenAI) to drive safe, secure, and trustworthy AI 
development.   
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The Executive Order covers 8 policy fields :  

1. new standards for AI safety and security 

2. to protect citizens' privacy from AI-related risks 

3. to advance equity and civil rights 

4. to protect consumers, patients and students 

5. to support workers  

6. to promote innovation and competition 

7. to advance US leadership abroad, 

8. to ensure responsible and effective government use of AI.  

The Executive Order was followed by detailed implementation guidance from the Office of Management and Budget. 
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Copyright & Defamation 
As ChatGPT generates text that is largely similar to a copyrighted source, it could be in breach of copyright law. In 
addition, there are already examples of ChatGPT defaming individuals, for example, stating they were involved in 
crimes they did not commit, which could result in legal action. As of the date of this paper, some publishers have 
issued legal claims against OpenAI and others. 

Data Protection 
Generative AI tools have to obey data protection rules on the use and storage of personal data. Indeed, Italy’s data 
protection regulator was quick off the mark to ban ChatGPT under data protection grounds to prevent personal data 
being stored and then shared back to other users. The ban was subsequently lifted after OpenAI “addressed or 
clarified” the issues that the regulator had raised. 

13. Sources 
The information contained in this briefing note was derived from the following publications and sources which are 
acknowledged and thanked: The Economist; Wired Magazine; Which? Magazine; BCS Magazine; The Financial Times; 
BBC Online; The Times; The New York Times; EU; Deloitte; Techtarget and AI4C and WCIT expert members 

Data science & AI glossary The Alan Turing Institute - https://www.turing.ac.uk/news/data-science-and-ai-glossary  

This document was produced by Paul Excell and Rob Wirszycz without assistance from ChatGPT or any other LLM 
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APPENDIX: How does Generative AI actually work? 
While very complex, at a high level, generative AI is trained using a set of data, usually taken from the internet. The AI 
ingests that data — the LLM that the free version of ChatGPT uses was trained on about as much data as a mid-range 
laptop contains — and begins sorting through it to try to understand it, building patterns in language. 

This can be as simple as learning that “I love you” is a more common phrase than “I love doing my taxes”, meaning that 
if you ask it to complete the phrase “I love”, it’s more likely to choose the former than the latter. But it also makes 
connections between subjects, meaning that if you ask ChatGPT to write a script for East Enders in the style of 
Shakespeare, it could probably do a decent job. 

To understand how it works on a slightly more detailed level, it is important firstly to understand that neural networks, 
the computing technique used in LLMs, can only ‘read’ numbers, so words have to be converted into numbers. As 
such, when you make a query or prompt into ChatGPT, the words are converted into numbers.  

Secondly, any text that commonly occurs together or has similar meaning, is further grouped together in what is 
known as ‘tokens’ – this is both whole words like ‘love’ and ‘are’, affixes like ‘dis’ or ‘-ised’ or punctuation like ‘?’. 

LLM models can handle very large token inputs – the more text the model can take in, the more context it sees, and 
the better its answers will be. The tokens are then assigned ‘definitions’ by embedding them into a ‘meaning space’ 
where words with similar meanings are located in nearby or adjacent areas.  

Thirdly, the LLM deploys its ‘attention network’ to make connections between different parts of the prompt. The 
model learns these associations from scratch during billions of ‘training runs’. It is vital to note that LLMs only 
understand language in a purely statistical, rather than grammatical, way – more abacus than mind. 

Fourthly, once the prompt has been processed, the LLM initiates a response using its attention network to attach a 
probability that the token is the most appropriate one to use next in the sentence it is generating. However, the token 
with the highest score is not always the one chosen, based on how ‘creative’ the model has been told to be by its 
operators.  

Finally, the LLM generates a word and feeds the result back into itself with the first word generated by the prompt 
alone. The second word is generated by including the first word in the response, the third by including the two 
previous and so on, in a process called ‘autoregression’, which repeats until the LLM has finished.  

This all happens very fast, in a way that can make someone believe that the response is ‘intelligent’, whereas the 
correct understanding is that the response is a very smart exercise in ‘applied statistics’.  

In short, LLMs are representations of the distributions of words in texts that can be used to produce more words. 
Given these ‘word robots’ have no experience of real life or human communication they offer little more than the 
ability to parrot things they have heard in training. This is not like thought or intelligence as we know it in a human 
sense.  

The way that LLMs work accounts for the ‘hallucinations’ (sometimes called ‘confabulations’) that have been seen 
where the LLM has derived untrue ‘facts’ from data or make statements about things that do not exist. Some of these 
hallucinations are nonsense such as the incorporation of fictional deeds in biographical sketches.  

LLMs are designed for coherence rather than truth. This very plausibility aligned with a lack of veracity shows that to 
overly rely on the output of LLMs is naïve. 

This paper is provided as Guidance only. 


WCIT members, officers, and employees make no warranty, express or implied, of any kind whatsoever, and do not assume any responsibility for any losses, 
damages, costs or expenses, of any kind or description, relating to the adequacy, accuracy or completeness of this material or its use including, but not limited to, 
information provided by third parties.
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